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Installation Guide for MIOBOX (2WIRE ROUTER) Users

A quick summary on how we will start our configuration process.

1.
2.

w

© N gk

Installation of IP Camera Tool into your PC

Setup the camera physically and linking it to the router via WIRED connection

Setup the wireless information on the camera to connect to the 2WIRE router for WIRELESS
connection

Changing IP Camera’s default Port

Configuring the router (port-forwarding) on 2WIRE

Sign Up & Setup DYNDNS account

Setup the DYNDNS account on the IP Camera

Change the Admin Login Password

Step 1 - Installing of IP Camera Tool (For auto camera detection)

1.

To begin, insert the CD into your computer and install the IP Camera Tool application to your
computer, when finished, launch the application. If no IP camera is detected, it will show a blank
screen as follows

4 IP Camera Tool

Step 2 — Physically connect IP Camera to Router via Wired LAN Cable

2.

Open up the box and setup your camera with the antenna, power supply and Network cable
connected to both router and camera (Wired Connection). This is required in order for the camera
to be configured to the router.

Step 3 — Configuring Wireless on the IP Camera via wired connection (Initial Setup)

3.

Upon connecting the camera to the router (wired), you will see the camera being detected on the
application as follows (sample);

Hitp://192.168.1.64
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Open up a web browser (IE), and key in the IP address (http://192.168.1.64), this will bring you to
the web User Interface (Ul) of your FI8918W. The default login is admin, no password. If you are
using IE, click on the first Login. If you are using Firefox, Google Chrome, Opera or Safari, use the
second Login Button in the web Ul
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Real-time IP Camera Monitoring System

Server Push Mode (For FircFox, Google Browser)
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First time accessing the page, the system will prompt you to install an ActiveX module as below
(IE8 & IE9Q screen sample) with the following message “This webpage wants to run the following
add-on: ‘DVM_IPCam2 ActveX Control Module’ from ‘ShenZhen Foscam Intelligent Technology
Co., Ltd". Click on the arrow button and select Allow for all websites. The system will return you
back to the login page.

Real-time IP Camera Monitoring System

6. Atthe login page, login again with “admin” without password, you should see image now on your

screen.



http://192.168.1.64/

i MARIX IT DISTRIBUTION (S) PTELTD
¢ 20 Sin Ming Lane, #06-68, Midview City, Singapore 573968
Tel: +65 65623390, Fax: +65 65622711, Email: sales.enquiry@marix.com.sg
Website: http://www.marix.com.sq, GST Reg. 201025534R

Premium IT Products Distribution Channelin Singapore

7. Select “For Administrator” on the left side of the menu to start the configuration process. In the
Administrator Page, the default page will be as follows. You can see the status of the camera in
overall view, like the firmware version, DYNDNS status, etc. Click on Wireless LAN Settings to
start.

€ .5 DT T3 T [T ™

Real-time IP Camera Monitoring System

Device ID 000DCSD3EOFS
Device Firmware Version
Device Embeded Web Ul Version
Ams
Alm Status
8 DDNS St
UPaP Status
MSN Status

8. There are 2 ways to setup your wireless here, manual entry of your SSID and encryptions or use
the Scan to locate your SSID and key in the encryption key. In our sample, our SSID is 2WIRE768.

N T — T T
| Real-time IP Camera Monitoring System

[Scan]

¥

QA_OFFICE

WEP

Open System ~
Hexadecimal Number ~
1

ABCOEF 1228

Question: | do not know what is my SSID! How do | go about finding it? Refer to page 11 of this guide!

9. Using Scan button, we locate our SSID and do a LEFT mouse click to select the SSID. You may
need to click 2-3 times for the list of available SSID to appear in the box. Key in your encryption
key and press Submit. The system will go for a reboot cycle. When you see the camera rotates,
you may remove the LAN cable (last 10 second of reboot cycle).
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Real-time IP Camera Monitoring System
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Take note that if your SSID is hidden, then you will never see the SSID in the box.

Step 4 — Changing the viewing port for the IP camera.

10. Upon rebooting, your camera will receive another IP address from the router, launch the IP
Camera Tool if it has been closed. Key in the new IP address into your web browser. (example
http://192.168.1.66) and login again. Access “For Administrator” and click on “Basic Network” on
the left side menu. We will change the port for your IP Camera instead of using the default port 80
(blocked by most ISP). Under Http Port, change it to “8081” and press Submit, the camera will go
into a reboot cycle again.

L el © hitp://1921681.66/ P> 20X I & Device(Anonymous) X

Real-time |IP Camera Monitoring System

Basic Network Settings

Obtain IP from DHCP Server

Http Port
Network Lamp

80

@
Refresh

Tips: Use Ports 8082, 8083, 8084 subsequently for multiple cameras in the same network.

Step 5 — Configuring the Firewall (Port Forwarding)

11. Now, we shall proceed to Configure the 2WIRE router for Port Forwarding. Key in the following
URL into your web browser to go to the sitemap of the router. URL >
http://192.168.1.254/xsIt?PAGE=A11 and select Edit Firewall settings.

LR @ ri:p://192168.1.25 ssiPAGE=ALL

P-BExX @System-SiteMap x

M) SingTel

Summary | SystemP:

Find Your Way Around the System

Home Network

+ Advanced network seftings W - System summary

@"g + View the home network

. * Wireless seftings
@

Firewall

+ View firewall summary
« View firewall details
N Jreem—

+ Edit user-defined applications

Digital Voice

2 + View Voice Netwiork

* System details

+ Set system password
+ Date and time seftings
* Restart the system

Broadband Link
A\ + Broadband link summary
* View broadband link diagnostics
+ View broadband seftings

SetUp

+ See all setup vizards
+ System Setup Wizard
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12. At the following screen, click on Add a new user-defined application, this is to create a new rule
to open up the port of the router to point to your IP Camera.

@ http://192.168.1.254/xsht?PAGE=E02 & THISPAGE=E02 &NEXTPAGE= E028&MNOD L~Bex (2 Firewall - Edit Firewall Settin... %
| 9 2 9% i
v- Smgl'el o i Broadband Home Voica Firewall
Systam Link Network Notwork
| Summary | = Firewall Settings | Advanced Settings | A HOME | Site Map
Edit Firewall Settings
Settings 7]

By default, the firewall blocks all unwanted access from the Internet. You can allow access from the
Internet to applications running on computers inside your secure home network by enabling firewall
pinholes. Opening firewall pinholes is also known as opening firewall ports or firewall port forwarding. To all firevrall
do this, associate the desired application with the coemputer below. If you cannot find a listing for your geftings
application, you can create a user-defined application profile. (To create a user-defined profile, you will
need to know protocol and port information. )

To Allow Users Through the Firewall te Hosted Applications...

@ Selecta computer
Choose the computer that will hest applications through the firewall: [132 162 .1 €[x]

« View firevizll details

(T

e Edit firewall settings for this computer:

— Disallow icited inbound traffic.
) Allow Choose the i that will be enabled to pass through the firewall to this computer.
~ Click ADD to add it to the Hosted Applications list.
11 applicszions [x]  Hosted Applications:
Lge of Empires A
of Kings =
of Wonders b
s vs Dredasor ADD

chy Cnline

Asheron’s Call
B2ldur REMOVE

- Add a new user-defined agglmang[j

() Allow all applications (DMZplus mode) — Set the selected computer in DMZplus mode. All inbound traffic, except traffic
~ which has been specifically assigned to ancther computer using the “Allow individual applications” feature, will autematically
be directed to this computer. The DMZplus-enabled computer is less secure because all unassigned firewall poris are
opened for that computer.
- - - - —=*{Zplus mode is selected and you click DONE, the system vill issue a new IP address lo the selected computer. The
( htp/192.168.1. 254/t 7PAGE= EO4BTHISPAGE=EIBNEXTPAGE=FD! e set to DHGP mode o receive the new IP address from the system, and you must rebool the computer. If you are

13. Use Application Name FI8918W-1 for your IP Camera, key in 8081 for the Port Field as below and
click on ADD DEFINITION button.

pP-BeX rewall - Edit Application

AGE=E04 &THISI

Vel Device(Anonymous)

K 2R 2R N -

@ hittp://1921681.254

®) SingTel

-~ Broadband m Voice Firewall
System Link Network Network
| Summary | e FirewallSettings | Advanced Settings | ¥ HOME | Site Map

Edit Application
Settings

Profile Name
Enter a name for the application profile that you are creating.

Application Name: E! 8W-1

Definition

Choose a protocol and enter the port(s) for this application, then click ADD
DEFINITION to add the definition to the Definition List. If the application
requires multiple ports or both TCP and UDP ports, you will need to add
multiple definitions.

Note: In some rare instances, certain application types require specialized
firewall changes in addition to simple port forviarding. If the appiication you are
adding appears in the application type menu below, it is recommended that you

select it
Protocol: @ TCP @ UDP
Port (or Range): From: 8081 To: 081

. . TCP default 86400
Protocol Timeout (seconds): UDP default 600

. ] Default = the same port as

Map to Host Port: defined above
Application Type: None (Default) E|

ADD DEFINITION

o]
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14. You will see the following screen, click on Back to return to the Edit Firewall Settings screen.

19 8 38

Voice Firewall

Broadband omi
Network Network

B) SingTel ]
‘j' 8 System
| Summary | = Firewall Settings | Advanced Settings - HOME | Site Map

Edit Application
Settings

Profile Name
Application Name: FI8918W-1

Choose a protocol and enter the pori(s) for this application, then click ADD
DEFINITION to add the definition to the Definition List. If the application
requires multiple ports or both TCP and UDP ports, you will need to add
multiple definitions.

Note: In some rare instances, certain application types require specialized

firewall changes in addition o simple port forwarding. If the application you are
adding appears in the application type menu below, it is recommended that you

select it
Protocol: @ TCP @ UDP
Port (or Range): From: To:

= ; TCP default 86400
Protocol Timeout (seconds): UDP default 600

3 Default = the same port as

Map to Host Port: defined above
Application Type: None (Defaulz) [~]

INIT!

Definition List
Protocol Port (or Range) HostPort Timeout (sec)

TCP 8081 2081 26400

15. On the Edit Firewall Settings page, select your IP Camera IP Address (example: 192.168.1.66) in
the Select a computer option. Then select Allow individual application(s) and select FI8918W-
1 (as highlighted in the screen capture) and press on ADD. Click on DONE button to complete.

Edit Firewall Settings
Settings (2]

By default, the firewall blocks all unwanted access from the Internet. You can allow access from the
Internet to applications running on computers inside your secure home network by enabling fireviall
pinholes. Opening firewall pinholes is also known as opening firewall ports or firewall port forwarding. To « Reset all firewall
do this, associate the desired application with the computer below. If you cannot find a listing for your settings
application, you can create a user-defined application profile. (To create a user-defined profile, you iill L

need to know protocol and port information.)

« View fireviall details

To Allow Users Through the Firewall to Hosted Applications...
© Selecta computer

Choose the computer that will host applications through the firewall: [ 132.1¢2.1.€¢[+]
@ Edit firewall settings for this computer:

) Maximum protection — Disallow unsolicited inbound traffic.

‘o |Allow individual icati — Choose the that will be enabled to pass through the firewall to this computer.
-+ Click ADD to add it to the Hosted Applications list.

[¥]  Hosted Applications:

« Add a new user-defined application

« Edit or delete user-defined application

Allow all applications (DMZplus mode) — Set the selected computer in DMZplus mode. Al inbound traffic, except traffic
which has been specifically assigned to another computer using the “Allow individual applications” feature, will automatically
be directed to this computer. The DMZplus-enabled computer is less secure because all unassigned firewall ports are
opened for that computer.

Note: Once DMZplus mode is selected and you click DONE, the system willissue a new IP address to the selected computer. The
computer must be set to DHCP mode to receive the new IP address from the system, and you must reboot the computer. If you are
changing DMZplus mode from one computer to another computer, you must reboot both computers

=
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16. Upon completion, you will see the following notification screen of your port forwarding. You may
now close this web browser. Repeat point 12 if you are setting up for multiple cameras, use
application name like FI8918W-2 with opened port 8082, etc.

@ T 2 W

&, Singlel . i Broadband :  Home  Voice Firewall
System Lin I Network :  Network
= Summary | Firewall Settings | Advanced Settings £ HOME | Site Map

View Firewall Summary

Firewall Settings

Firewall Active
The firewall actively blocks access of unwanted activity from

the Internet. If you are using an application that requires you
to open a port in your firewall, you may do so by clicking
Firewall Settings above.

Current Settings: Custom

" Allowed Private IP Public IP
Device Applications address address
152.168.1.66 FI8918W-1 192.168.1.6€6

Step 6 — DYNDNS Account Registering and Setup

17. Click on Sign In at the top right side of the screen.

C Dyn ) = A Whatae o

DNS

Managed DNS, Outsourced DNS & Anycast DNS ’

Our mantra of Uptime Is The Bottom Line exists for a
reason. From enterprise DNS for major brands to getting Enterprise
yourname.dyndns.org with DynDNS Pro
DNS has been part of our DNA for over 10 years. $|957

Enterprise Lite

$36.

Cuséomer Favorite/

Standard

GET STARTED.

18. Fill in your information to sign up for a new DYNDNS account. Username can be anything for you
to login to manage your hostname later. You will be accessing yourhostname.dyndns.org:8081 to
view your camera later from external. Check your mailbox for verification mail and follow the steps
to verify your new DYNDNS account and login.

Note: GMAIL may take up to half an hour to receive the verification email.
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19. Upon verification and login to your NEWLY created DYNDNS account, click on My Hosts to
create a hostname for accessing your camera.

O Dyn ‘ O % A Support  About  Blog

DNS EMAIL LABS ¥ 0K
> 453 .
Welcome FREE My Services My Cart Log Out

Follow us on Twitter! Check out @dyninc

My Account My Services Billing Account Settings
My Services =g View, modify, purchase, and Update your billing Update your email address,
gj delete your services. é $ | information, complete a W set preferences, and delete
Account Settings purchase, and view your account.
Billing My Zones/Domains IOICeS: Change Email Address
= Add Zone/Domain Services View Shopping Cart Change Password
\\é/7 My Cart
s 0 items My Hosts Active Services Change Username
Add Host Services OrderHistory: Contact Manager
fs] e | Py o
Dynamic DNS Pro Billing Profile and Vouchers Mailing Lists
DynECT Managed DNS Lite Renew Services Move Services
Internet Guide Auto Renew Settings praferencas
Dyn Standard SMTP Sync Expirations Close Account
Support

Premier Support
Contact Support

20. Click on Add New Host to proceed.

\ .
ODyn | 0 > R

DNS | EMAIL | LABS ¥ 0K

Support About Blog

Welcome NN [FREE My Account  MyCart  Log Out

Register your own custom domain name Start here

My Account Host Services M

My Services

No Hostnames Registered: Add New Hostname
Dynamic DNS Pro

Internet Guide » Host Update Logs Add New Host[

Premier Support

Domain names, DNS hosting, Dyn
Email services

Dynamic DNS Hosts
DynECT Managed DNS Lite

Join the discussion in the DynDNS Community for tips and tricks, demos, suggestions, user help and much more.
Dyn Standard SMTP
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21. Create a hostname unique and easy to remember for you. Click on “Your current location’s IP
address is xxx.xxx.xxx.xxx” so that the DYNDNS can capture your External IP address of the
router. Click on Add to Cart to continue.

Hostname: my768cam - |dyndns.orq E]
Wildcard: create "*.host.dyndns-yourdomain.com" alias
only for DynDNS Pro users (for example to use same settings for www.host.dyndns

-yourdomain.com)

Host with IP address
WebHop Redirect (URL forwarding service)
) Offiine Hostname

Service Type:

1P Address: [
Your current location's IP address is| ]

IPv6 Address (optional):

TTL value is 60 seconds. Edit TTL...

Mail Routing: [] I have mail server with another name and would like to
add MX hostname...

Add To Cart N

22. At the following screen, click on Proceed to checkout, and we are done! Log out from DYNDNS
and return to your IP Camera web Ul screen.

My Account Shopping Cart

My Services Host my768cam.dyndns.org added to cart. Finish FREE checkout to activate.
Account Settings Proceed 10 checkout '
Billing

Upgrade Options

Act

Free accounts allow only two Dynamic DNS hosts.
Y « to add more and enjoy additional benefits for only $20.00 per year, purchase Dynamic DNS Pro 3 .
Billing Profile « to get Dynamic DNS for your own domain, use Dyn Standard DNS.

Dynamic DNS Hosts
my768cam.dyndns.org - remove $0.00

Order Total: $0.00

Proceed to checkout »
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Step 7 — Setup DYNDNS account on your IP Camera

23. Access your IP Camera web Ul using your web browser (http://192.168.1.66:8081). Tips:
Remember we had changed the Port earlier on? So you need to add :8081 to the URL. Login with
admin, no password and access the For Administrator Page. Then select DDNS Service
Settings.

24. At the following screen, select DynDns.org (dyndns) from the list, and key in your DDNS User
name that you have created earlier on, and key in the password. Use your full hostname (example:
my768cam.dyndns.org) in the DDNS Host and press Submit. The camera will go into a reboot
cycle again.

Real-time IP Camera Monitoring System

o ooSSevieesads

DDNS Service DynDns org(dyndns) ~

DDNS User myddnsusemame

DDNS Password

DDNS Host myT68cam dyndns.org

Re-Update Ignoring Al Exrors Never do this unless your hostname has been unblocked
“Submit | [ Refresh

25. At this point in time, you should be able to view the camera from external, using your iphone or
perhaps a computer with a USB dongle, try accessing your camera using your web browsers with
the URL as follows http://yourhostname.dyndns.org:8081
(example: http://my768cam.dyndns.org:8081). You should be able to view the camera’s login page.

Step 8 — Changing your admin password

26. Now, you can login back to your Camera’s interface either thru the external URL or the internal IP
address depending if you are on the LAN network or external network, login again as admin
without password and enter the For Administrator Page.

27. Select User Settings from the left side menu to see the following screen, key in a password for
admin and click on submit. The camera will go into a reboot cycle. You are done now for basic
viewing of your camera!

Real-time IP Camera Monitoring System

Set Record Path C\Users\Public\Documen Browse.. |

Set AamRecord Path C:\Users\PublicDocumen Browse. |


http://192.168.1.66:8081/
http://yourhostname.dyndns.org:8081/
http://my768cam.dyndns.org:8081/
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FAQ

| do not know what is my SSID! How do | go about finding it?

If you are not sure what is your SSID, open up another browser TAB and key in http://192.168.1.254 to
acess the web browser page. You will see the following page as follows. Select Wireless Setting on the

left side option.

e X
CAPEl 5 1192168254 0 - 8¢ x [ianeiaiomast il © Gutensy Summary fox B
®) Singlel
Internet Connection Detalls
Internet Connect/Discon: .
Connection Type: sovex
Connection Status Username: cpedcpengt
Diagnostics Intomet Address: -
Subnet Mask:
Wireless Setting Detautt Gateway:
Voice Settings Primary Domain Name Server:
Secondary Domain Name Server:
User Guide Do o
Maximum Transmission Unit (MTU):
Gateway Ping:

DNS Communication:
Configuration Server Post:

Your SSID is the Network Name in this page.
per following screen.

CEMES & hitp://192.168.1.250xs17PAGE=C0S

®) SingTel Q %

.zzx

swen U [ e

| Summary = = Wireless Settings | Advanced Settings | A HOME | Site Map
Configure the Wireless Network
Settings @  Current Settings Q

Identify Network Access Point:  00:1£:b3:65:a5:31

. e Network Name: Z2ZWIRE7&8
Network Name: e Channel: € (2437 MEz)
Wireless Channel: € (2437 MEz) [v] Authentication: ¥EP-Open
Encryption: WEP

Enable $SID Broadcast

Enables the wireless network name to be broadcast publicly to any wireless users
within wireless range of your network. Disabling the SSID broadcast makes the
network name private and provides enhanced security by requiring wireless users
to enter the network name manually when creating a wireless network profile on
their computer.

Wireless Security

(LI Wireless Network Security
=5-open =

@ Use default encryption key

Authentication:

() Use custom pass phrase

[ MAC Filtering

Click on the button below to configure your MAC filtering settings.
EDIT MAC FILTERING
| Additional Settings (defaults recommended)

L 802 .’1ib/q[z]

Wireless Mode:

To locate the built-in, 10-digit wireless encryption key for
your system, please look at the bottom of the product
near the bar code label:

SN: 145511100110
IIII HERRIETn
4119627022

{“lllllllllll 11 e key

Default

Your encryption key is located on your physical router as

[ = | X

>~ 230X z e(Anc & Home Network - Wireless S... % #® X &t
-
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FAQ
How do | change the Anonymous name away for my camera?

It's very easy, go to Alias Setting which is under the For Administrator Page, give it a brand new name
and press Submit!

Real-time IP Camera Monitoring System

Alias Anonymous

Wire ttings
Bacl ttings

Note: For other settings, you may refer to the guide in the CD which is very comprehensive for your
reading.



