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Installation Guide for LINKSYS Routers (Guide using WRT310N)

A quick summary on how we will start our configuration process.

1.
2.
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Installation of IP Camera Tool into your PC

Setup the camera physically and linking it to the router via WIRED connection

Setup the wireless information on the camera to connect to the Linksys router for WIRELESS
connection

Changing IP Camera’s default Port

Configuring the router (port-forwarding) on Linksys

Sign Up & Setup DYNDNS account

Setup the DYNDNS account on the IP Camera

Change the Admin Login Password

Step 1 — Installing of IP Camera Tool (For auto camera detection)

To begin, insert the CD into your computer and install the IP Camera Tool application to your
computer, when finished, launch the application. If no IP camera is detected, it will show a blank
screen as follows

5« IP Camera Tool

Step 2 — Physically connect IP Camera to Router via Wired LAN Cable

2.

Open up the box and setup your camera with the antenna, power supply and Network cable
connected to both router and camera (Wired Connection). This is required in order for the camera
to be configured to the router.

Step 3 — Configuring Wireless on the IP Camera via wired connection (Initial Setup)

3.

Upon connecting the camera to the router (wired), you will see the camera being detected on the
application as follows (sample);

224 IP Camera Tool

Anonymous HItp:/192.168.1.64
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Open up a web browser (IE), and key in the IP address (http://192.168.1.64), this will bring you to
the web User Interface (Ul) of your FI8918W. The default login is admin, no password. If you are
using IE, click on the first Login. If you are using Firefox, Google Chrome, Opera or Safari, use the
second Login Button in the web Ul
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Real-time IP Camera Monitoring System

Server Push Mode (For FireFox, Google Browser)

bosn )
L |

Propess wing 1024 68 screm essbaton.

First time accessing the page, the system will prompt you to install an ActiveX module as below
(IE8 & IE9Q screen sample) with the following message “This webpage wants to run the following
add-on: ‘DVM_IPCam2 ActveX Control Module’ from ‘ShenZhen Foscam Intelligent Technology
Co., Ltd'. Click on the arrow button and select Allow for all websites. The system will return you
back to the login page.

6. Atthe login page, login again with “admin” without password, you should see image now on your

screen.
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7. Select “For Administrator” on the left side of the menu to start the configuration process. In the
Administrator Page, the default page will be as follows. You can see the status of the camera in
overall view, like the firmware version, DYNDNS status, etc. Click on Wireless LAN Settings to

start.
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Real-time IP Camera Monitoring System

Device ID

Device Fmware Version

000DCSD3EOFS
1122236

Device Embeded Web Ul Version 241816

Ams
At Status
DDNS Status
UPnP Status
MSN Status

Anonymous
Noae

No Action
No Action
No Action

8. There are 2 ways to setup your wireless here, manual entry of your SSID and encryptions or use
the Scan to locate your SSID and key in the encryption key. In our sample, our SSID is 2WIRE768.

€5 T T T T

Real-time IP Camera Monitoring System

Scan |
)

QA_OFFICE

WEP

Open System ~
Hexadecimal Number ~
1

ABCDEF1228

[Submit | [ Refresh |

Question: | do not know what is my SSID! How do | go about finding it? Refer to page 11 of this guide!

9. Using Scan button, we locate our SSID and do a LEFT mouse click to select the SSID. You may
need to click 2-3 times for the list of available SSID to appear in the box. Key in your encryption
key and press Submit. The system will go for a reboot cycle. When you see the camera rotates,
you may remove the LAN cable (last 10 second of reboot cycle).
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Take note that if your SSID is hidden, then you will never see the SSID in the box.
Step 4 — Changing the viewing port for the IP camera.

10. Upon rebooting, your camera might receive another IP address from the router, launch the IP
Camera Tool if it has been closed. Key in the new IP address into your web browser. (example
http://192.168.1.66) and login again. Access “For Administrator” and click on “Basic Network” on
the left side menu. We will change the port for your IP Camera instead of using the default port 80
(blocked by most ISP). Under Http Port, change it to “8081” and press Submit, the camera will go
into a reboot cycle again.
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Real-time |P Camera Monitoring System

Tips: Use Ports 8082, 8083, 8084 subsequently for multiple cameras in the same network.

Tips: For Linksys routers, do setup a static IP address on your FI8918W instead. This can
be achieve via the Basic Network Setting. More Info on Page 11.

Step 5 — Configuring the Firewall (Port Forwarding)

11. Now, we shall proceed to Configure the Linksys router for Port Forwarding. Key in the following
URL into your web browser to go to the sitemap of the router. URL > http://192.168.1.1 (default for
Linksys), default login and both password is “admin”, click on Applications and Gaming TAB and
you will see the Single Port Forwarding Page as follows.



http://192.168.1.66/
http://192.168.1.1/
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LINKSYS by Cisco

Firm 010

Wireless-N Gigabit Router ~ WRT310H
Applications &
Gaming

setup s 5 = Applications & - pgministration status
Restrictions mi

Singe Port Forwardng | arding | g | ouz |

single Port Forwarding

Application Hame External Port[Internal Port| Protocol | ToIP Address |Enabled
[ BOTH 192, 168.1.0

None v

None BOTH  |192.168.1.0

None BOTH 192.168.1.0

None

BOTH 192.168.1.0

None BOTH  [192.188.1.0

Both v [1s2.185.1.0

Both = [152.168.1.0

Both v [152.188.1.0

192.188.1.0

Both = [152.168.1.0

Both v [1s2.168.1.0

Both ~ [192.188.1.0

Both ~ |192 168 1.0

Both v [1s2.185.1.0

Oooooooooooooos

slel=l=l=l=l=l=l=l=l=l=l=|=
g
1

Both + [192.168.1.0

]
Save Settings | Gancel Changes cisco.

12. Key in the following details as per screen, using the first empty field for Application Name, key in
“fig918w-1", fill in External Port & Internal Port with “8081”, select “TCP” for Protocol, point it to
your camera’s IP address “192.168.1.66” in our example, and click on box enabled. Click on Save
Settings when done!

LINKSYSE by Cisco Firmware Version: v1.0.10

Wireless-N Gigabit Router WRT310N

Applications &
Gaming

Setup Wireless Security fccoRn Applications &  »gministration Status
Restrictions Gaming

Single Port Forwarding | Po eForwardng | P ing | DMZ |

Single Port Forwarding

Application Name External Port | Internal Port| Protocol To IP Address Enabled
None 0 0 BOTH (192 168.1.0 0
None 0 0 BOTH  [192.168.1.0 ]
None 0 0 BOTH  [192.168.1.0 ]
None ~ 0 0 BOTH  [192.168.1.0 0
None ~ 0 0 BOTH  |132.168.1.0 =]
figg18w-1 8081 8081 TCP v [192.168.1.66
0 0 Both v (192 .168.1.0 =]
0 0 Both v (192.168.1.0 0
0 0 Both v [192.168.1.0 | [0
0 0 Both v (192.168.1.0 ]
0 0 Both v [192.168.1.0 0
0 0 Both v (192.168.1.0 ]
0 0 Both v [192.168.1.0 =]
0 0 Both v (192 168.1.0 ]
0 0 Both v (192.168.1.0 ]

= ) Cancel Changes

Step 6 — DYNDNS Account Registering and Setup

13. Click on Sign In at the top right side of the screen.
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DNS

Managed DNS, Outsourced DNS & Anycast DNS

Hansged O

Our mantra of Uptime Is The Bottom Line exists for a
reason. From enterprise DNS for major brands to getting Enterprise

yourname.dyndns.org with DynDNS Pro
DNS has been part of our DNA for over 10 years. $]95

Enterprise Lite

$36.

Cuséomer Favorite/

Standard

GET STARTED

14. Fill in your information to sign up for a new DYNDNS account. Username can be anything for you
to login to manage your hostname later. You will be accessing yourhostname.dyndns.org:8081 to
view your camera later from external. Check your mailbox for verification mail and follow the steps
to verify your new DYNDNS account and login.

Note: GMAIL may take up to half an hour to receive the verification email.

15. Upon verification and login to your NEWLY created DYNDNS account, click on My Hosts to
create a hostname for accessing your camera.

o Dyn @ <] A Support  About  Blog

DNS EMAIL LABS * B ‘i
Welcome FREE  MyServices  MyCat  LogOut

Follow us on Twitter! Check out @dyninc

My Account

My Services Billing Account Settings
My Services =g View, modify, purchase, and Update your billing Update your email address,
;j delete your services. é $ | information, complete a W set preferences, and delete
Account Settings purchase, and view your account.
Billing My Zones/Domains HIVOHCRE: Change Email Address
Y Add Zone/Domain Services View Shopping Cart Change Password
87 My Cart
0 items My Hosts Adlive Services Change Username
Add Host Services Order History Contact Manager
Dynamic DNS Pro Billing Profile and Vouchers Mailing Lists
DynECT Managed DNS Lite Reriew Services Move Services
Intemnet Guide Auto Renew Settings Piatoronias
Dyn Standard SMTP Sync Bpirations Close Account
Support

Premier Support
Contact Support

16. Click on Add New Host to proceed.
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o Dyn O =< A Support  About  Blog

DNS EMAIL LABS EE B ‘i

Welcome NENNNNN [FREE|  MyAccount  MyCart  Log Out

Register your own custom domain name Start here

My Account Host Services 1 My Services

My Services
No Hostnames Registered: Add New Hostname
Dynamic DNS Pro

Internet Guide » Host Update Logs Add New Host[
Premier Support

Domain names, DNS hosting, Dyn

Email services

Dynamic DNS Hosts

DynECT Managed DNS Lite ) ) )
Join the discussion in the DynDNS Community for tips and tricks, demos, suggestions, user help and much more.

Dyn Standard SMTP
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17. Create a hostname unique and easy to remember for you. Click on “Your current location’s IP
address is xxx.xxx.xxx.xxx” so that the DYNDNS can capture your External IP address of the
router. Click on Add to Cart to continue.

Hostname: my768cam - |dyndns.org E

Wildcard:

only for DynDNS Pro users host.dyndns

Service Type: @ Host with IP address
) WebHop Redirect (URL forwarding service)
) Offiine Hostname

1P Address: [
Your current location's IP address is| ]

IPv6 Address (optional):

TTL value is 60 seconds. Edit TTL...

Mail Routing: [] I have mail server with another name and would like to
add MX hostname...

Add To Cart N

18. At the following screen, click on Proceed to checkout, and we are done! Log out from DYNDNS
and return to your IP Camera web Ul screen.

My Account Shopping Cart

Hy Serdions Host my768cam.dyndns.org added to cart. Finish FREE checkout to activate.

Account Settings Proceed to |
checkout » |
Billing

Active Service Upgrade Options

Free accounts allow only two Dynamic DNS hosts.

« to add more and enjoy additional benefits for only $20.00 per year, purchase Dynamic DNS Pro ..
« to get Dynamic DNS for your own domain, use Dyn Standard DNS.

Dynamic DNS Hosts

my768cam.dyndns.org remove $0.00
Order Total: $0.00
Proceed to checkout » |

Step 7 — Setup DYNDNS account on your IP Camera

19. Access your IP Camera web Ul using your web browser (http://192.168.1.66:8081). Tips:
Remember we had changed the Port earlier on? So you need to add :8081 to the URL. Login with
admin, no password and access the For Administrator Page. Then select DDNS Service
Settings.



http://192.168.1.66:8081/
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20.

21.
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At the following screen, select DynDns.org (dyndns) from the list, and key in your DDNS User
name that you have created earlier on, and key in the password. Use your full hostname (example:
my768cam.dyndns.org) in the DDNS Host and press Submit. The camera will go into a reboot
cycle again.

Real-time IP Camera Monitoring System

DDN Service

DDNS User myddnsusemame

DDNS Password

DDNS Host myT68cam dyndns org

Re-Update Ignoring All Ervors Never do this unless your hostname has been unblocked
(Sebmit | [ Refresh

DynDns org(dyndns) ~

At this point in time, you should be able to view the camera from external, using your iphone or
perhaps a computer with a USB dongle, try accessing your camera using your web browsers with
the URL as follows http://yourhostname.dyndns.org:8081

(example: http://my768cam.dyndns.org:8081). You should be able to view the camera’s login page.

Step 8 — Changing your admin password

22.

23.

Now, you can login back to your Camera’s interface either thru the external URL or the internal IP
address depending if you are on the LAN network or external network, login again as admin
without password and enter the For Administrator Page.

Select User Settings from the left side menu to see the following screen, key in a password for
admin and click on submit. The camera will go into a reboot cycle. You are done now for basic
viewing of your cameral!

Real-time IP Camera Monitoring System

Submit | [ Refresh

Set Record Path C:WUsers\Public\Documen Browse.
Set AlarmRecord Path CWUsers\Public\Documen Browse.


http://yourhostname.dyndns.org:8081/
http://my768cam.dyndns.org:8081/
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FAQ
| do not know what is my SSID! How do | go about finding it?

By default, Linksys routers uses SSID “linksys” as default with no encryption at all. However, through our
experience, many owners will actually change the SSID and encryption on their own as well as the IP
address of the router, Some owners may even ask freelancers or friends to help set it up, it would be best
to check with them on the SSID, router IP address if you are not familiar. Default IP address for Linksys
routers is http://192.168.1.254

If you could login to the router’s page, you may go to the Wireless TAB as follows and locate the Network
Name (SSID).

LINKSYS by Cisco

Firmware Version: v1.0.10

Wireless-N Gigabit Router WRT310N

5 < J Access Applications & R
Wireless Setup Wireless Security Hestictions i Administration Status

Basic Wireless

Settings ! s gy 1 Wiesless AC S

Wireless Configuration: @ Manual () Wi-Fi Protected Setup
Network Mode: Mixed v

Network Name (SSID): foscammx

Radio Band: Standard - 20MHz Channel v

Wide Channel: 3

Standard Channel: Auto >

SSID Broadcast: © Enabled ) Disabled

Save Settings Cancel Changes

Then select the sub TAB Wireless Security to see the Security Mode (WEP, WPA, WPA2, etc),
encryption method & WEP Key or passphrase, etc to fill in on your IP Camera’s page.

LINKSYS by Cisco

Wireless-N Gigabit Router WRT310N

- . . Access Applications & RVID
Wireless Wireless Security e i ey Administration Status

| Wireless Security | Vireless MAC Fitter |

Wireless Security
Security Mode: WPA2 Personal v
Encryption: TKIPor AES ¥
Passphrase: foscambymarix

Key Renewal: 3600 seconds

Save Settings Cancel Changes


http://192.168.1.254/
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FAQ
How do | change the Anonymous name away for my camera?

It's very easy, go to Alias Setting which is under the For Administrator Page, give it a brand new name
and press Submit!

Real-time IP Camera Monitoring System

[Device Info
s Sevingd .
At Anonymous

_Submit | [ Refresh |

ngs

[Restore Factory Settings

Access the URL of the IP Camera and login as “admin”, default no password. Go to For Administrator
Page. Select Basic Network Setting on the left menu. Uncheck the Obtain IP from DHCP Server option
and key in the configuration you desire in the fields below (sample), click on Submit and allow the
camera to reboot.

Real-time IP Camera Monitoring System

IDevice Info

Obtain TP from DHCP Server ]
S Seiison TP Addr 192168 1.57
Multi-Device Settings
= = Subnet Mask 255 256 255.0
[Basic Network Settings
Wireless Lan Settings Gateway 192.168.1.254
ADSL Settings DNS Server 192.168.1.254
Http Port 8081
IDDNS Service Settings N i
fail Service Settings Betwortlany
1SN Settings

[FTP Service Settings
IPTZ Settings
Upgrade Device Firmware

[Backup & Restore Settings

IReboot Device

A 3 = I3
: ‘ K P
% z £ AL
8 3 g 8 [E
: : g
¢ £ £
= i :

[Back

Note: For other settings, you may refer to the guide in the CD which is very comprehensive for your
reading.



